


Module Objectives

Introduction to Malware and Understanding the Malware
Malware Propagation Techniques Analysis Process

Overview of Trojans, Their Types,

Understanding Different Techniques
and How to Infect Systems

to Detect Malware

Overview of Viruses, Their Types,

and How They Infect Files Malware Countermeasures

Overview of Malware Penetration

Introduction to Computer :
Testing

Worm
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Malware Counter- Anti-Malware Penetration
Detection measures Software Testing
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Introduction to Vialware | C|EH

Coriifbed B Ethical Hachar

Malware is a malicious software that damages or disables computer
systems and gives limited or full control of the systems to the
malware creator for the purpose of theft or fraud

Examples of Malware

Trojan Horse Virus

Backdoor

RootKit

Ransomware

Adware
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Different Ways a Malware can
Get into a System

Instant Messenger applications

IRC (Internet Relay Chat)

Removable devices

Attachments

Legitimate "shrink-wrapped" software
packaged by a disgruntled employee

Browser and email software bugs

NetBIOS (FileSharing)

Fake programs
R —
Untrusted sites and freeware

software

T

Downloading files, games, and
screensavers from Internet sites
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