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What is cloud computing? 
 If you use a webmail application like Windows Live 

Hotmail or an online service such as Facebook, you’re 
already using a type of cloud computing. 

 Unlike conventional software, which runs on your own PC, 
cloud computing (also called software-as-a-service or SaaS) 
means running applications over the internet.

 Cloud computing has been coined as term to describe a 
category of sophisticated on-demand computing services. 



What is cloud computing?
 Typically, you pay for cloud computing applications on a 

per user, per month basis rather than paying up front for 
hardware and software. 

 With cloud computing users do not worry about the
location and the storage of their data.

 They just start using the services anywhere and at any time.



What can it do for business? 
 One hundred years ago, if you wanted electricity you had to 

build your own power station. 

 Now you just plug stuff into wall sockets.

 Ten years ago, if you wanted big company IT, you had to 
buy your own servers and install expensive software.

 Now, increasingly, you can access these services over the 

internet.  



What can it do for business?
 This is a critical change for small businesses because it 

gives them access to services that were too complex or too 
expensive before.

 Cloud computing allows for the sharing and scalable 
deployment of services, as needed, from almost any 
location, and for which the customer can be billed based 
on actual usage.



What can it do for business?
 Email 

 Office applications 

 Backup 

 File storage and sharing 

 Working together on documents 

 Share files and information on an intranet 

 Shared calendars and other information 

 Email security 

 PC management 

 Customer relationship management 



What can it do for business?
 There are also intangible benefits: 

 Resilience. With cloud computing, if your computer is stolen, 
you can carry on working using any other web-connected PC. 

 Reduced IT costs. With less hardware and software to manage, 
there is less demand for expensive IT support staff. 

 Security. Data stored in large, well-protected data centre is likely 
to be safer than information on your laptop or a server in your 
office 



What can it do for business?
 Access to new services. Cloud computing gives you access 

to advanced technology that may not be available or cost-
effective any other way.

 Easy upgrades. Businesses get access to the latest 
technology and regular updates without having to deal 
with the actual upgrade process on their own computers. 

 Cash flow. Expect to pay monthly rather than buy 
hardware and software up front. 



Service Providers
 Amazon Web Services

 Rackspace

 Citrix

 Microsoft

 Google

 VMware



Service Providers



Cloud



Service Categories



Service Model Types



SaaS
 In software as a Service, an application is hosted by the service provider

and accessed via the World Wide Web by the client .

 An easy way to see the idea behind software as a service is to think
about the web-based service offered by companies like Google
(Google doc) and Microsoft (Microsoft Office 365).

 The vendor hosts all the programs and data in a central location,
providing end users with access to the data and software through the
World Wide Web.

 Software as a service offers the biggest cost savings over installed
software by eliminating the need for enterprises to install and maintain
hardware. The vendors have meticulous security audits.



SaaS



PaaS
 Platform as a service is the delivery and deployment of computer

applications over the Internet with the consideration that all the
parties needed in the development process are already obtained .

 An organization usually needs to worry about building its own
virtual machine images, configuring the storage and network.

 Using PaaS, network, storage and virtual machine images are
already pre-built by the provider.

 Additionally the provider monitors the virtual machine for
failure and initiate auto-recovery when needed.

 An example of PaaS is Google AppEngine



IaaS
 Infrastructure as a service allows organizations to 

outsource the equipment used to support operations 
including storage, server, hardware and network 
component.

 A client purchases or rents computing power or disk space, 
which they can access through their mobile, or desktop PC. 

 The provider hosts the client’s web site while monitoring 
the availability of the service. 



IaaS
 Rather than purchasing software, a server, data center 

space or network equipment, clients buy those resources as 
a fully outsourced services. 

 Platform offered on top of the Infrastructure as a service 
can deliver rapid provisioning of applications allowing 
greater agility and reducing time for developers.

 It should scale to avoid limitations.

 A typical example of IaaS is Gogrid.



Deployment Models
 Private Cloud — The cloud infrastructure has been

deployed, and is maintained and operated for a specific
organization. The operation may be in-house or with a
third party on the premises.

 Community Cloud — The cloud infrastructure is shared
among a number of organizations with similar interests
and requirements.

 This may help limit the capital expenditure costs for its
establishment as the costs are shared among the
organizations.



Deployment Models
 The operation may be in-house or with a third party on the 

premises.

 Public Cloud — The cloud infrastructure is available to 
the public on a commercial basis by a cloud service 
provider. 

 This enables a consumer to develop and deploy a service in 
the cloud with very little financial outlay compared to the 
capital expenditure requirements normally associated with 
other deployment options



Deployment Models
 Hybrid Cloud — The cloud infrastructure consists of a 

number of clouds of any type, but the clouds have the 
ability through their interfaces to allow data and/or 
applications to be moved from one cloud to another. 

 This can be a combination of private and public clouds that 
support the requirement to retain some data in an 
organization, and also the need to offer services in the 
cloud.



Deployment Models



SLA
 A service-level agreement (SLA) is a part of a service 

contract where a service is formally defined. 

 In practice, the term SLA is sometimes used to refer to the 
contracted delivery time (of the service or performance). 

 As an example, Internet service providers commonly 
include service level agreements within the terms of their 
contracts with customers to define the level(s) of service 
being sold in plain language terms. 



SLA
 In this case the SLA will typically have a technical 

definition in terms of mean time between failures (MTBF), 
mean time to repair or mean time to recovery (MTTR); 
various data rates; throughput; jitter; or similar measurable 
details.

 The underlying benefit of cloud computing is shared 
resources, which is supported by the underlying nature of a 
shared infrastructure environment.



SLA
Some metrics that SLAs may specify include:

 What percentage of the time services will be available

 The number of users that can be served simultaneously

 Specific performance benchmarks to which actual 
performance will be periodically compared

 The schedule for notification in advance of network 
changes that may affect users

 Help desk response time for various classes of problems

 Dial-in access availability

 Usage statistics that will be provided.



Security Issues
 Organizations use the Cloud in a variety of different 

service models and deployment models (Private, 
Public, Hybrid). 

 There are a number of security issues associated with 
cloud computing but these issues fall into two broad 
categories: 

 Security issues faced by cloud and security issues faced 
by their customers.



Security Issues
 Data breach: It mainly violates two security 

properties of data : Integrity and confidentiality. 

 Integrity refers to protecting data from unauthorized 
deletion, modification or fabrication. 

 Confidentiality refers to only authorized parties or 
systems having the ability to access the protected data.



Security Issues
 Data lock-in: It means the customer can not well 

migrate from a SaaS or IaaS vendor to another. 

 It may lose users' data, which prevents users from 
adopting cloud computing. 

 Coghead is one example of a cloud platform whose 
shutdown left customers scrambling to rewrite their 
applications to run on a different platform. 



Security Issues
 Data remanence is the residual representation of data that
have been in some way nominally erased or removed.

 In private cloud it causes minimal security threats, however
in public cloud it can cause several security issues because of
the open environment, especially in an IaaS model.



Security Issues
 The second-greatest threat in a cloud computing 

environment, according to CSA, is data loss.

 A malicious hacker might delete a target's data out of 
spite -- but then, you could lose your data to a careless 
cloud service provider or a disaster, such as a fire, 
flood, or earthquake.



Security Issues
 The third-greatest cloud computing security risk is account 

or service traffic hijacking.

 If an attacker gains access to your credentials, he or she can 
eavesdrop on your activities and transactions, manipulate 
data, return falsified information, and redirect your clients 
to illegitimate sites.

 Organizations should look to prohibit the sharing of 
account credentials between users and services.



Security Issues
 Fourth on the list of threats are insecure interfaces 

and APIs.

 IT admin rely on interfaces for cloud provisioning, 
management and monitoring. 

 APIs are integral to security and availability of general 
cloud services



Security Issues
 Data locality: In a SaaS model of a cloud environment the 

customer does not know where the data is stored, which 
may be an issue. 

 To avoid the leakage of potentially sensitive information, 
data privacy laws in many countries such as some EU 
countries forbid some types of data to leave the country, 
which makes locality of data be an extremely important 
consideration in many enterprise architecture.



SECURITY CONCERNS IN CLOUD 
COMPUTING 



SECURITY CONCERNS IN CLOUD 
COMPUTING
 Network Level

 Security requirements in private cloud will not require 
changes in existing network topology.

 In Public cloud security requirements will require changes 
in existing topology.

 How existing network topology will interact with cloud 
provider’s network topology should be addressed.



SECURITY CONCERNS IN CLOUD 
COMPUTING
In this three significant risk factors are there:

 Ensuring the confidentiality and integrity of organization’s 
data –in- transit to and from public cloud provider.

 Ensuring proper access Control (authentication, 
authorization and auditing) to whatever resources which 
are using at public cloud provider. 

 Ensuring the availability of the internet-facing resources in 
a public cloud that are being used by the organization. 



SECURITY CONCERNS IN CLOUD 
COMPUTING
 For host security, we should consider the context of 

Context of cloud service delivery models (Saas, Paas, Iaas) 
and deployment models (public, private and hybrid).

 The dynamic nature of cloud can bring new operational 
challenges. 

 The operational model motivates rapid provisioning and 
fleet instances of VMs. 



SECURITY CONCERNS IN CLOUD 
COMPUTING
Some of new host security threats include: 

 Stealing keys used to access and manage hosts(e.g., SSH private keys) 

 Attacking unpatched, vulnerable services listening on standard ports 
(FTP , SSH , NetBIOS) 

 Hijacking accounts that are not properly secured (i.e., weak or no 
passwords for standard accounts) 

 Attacking systems that are not properly secured by host firewalls 

 Deploying Trojans embedded in the software component in the VM or 
within the VM image(OS) itself 



SECURITY CONCERNS IN CLOUD 
COMPUTING
 Securing virtual server in the cloud requires strong 

operational security procedures. Here are some 
recommendations: 

1. Safeguard the private keys required to access hosts in the 
private cloud. 

2. Isolate the decryption keys from the cloud where the data 
is hosted.

3. Include no authentication credentials in virtualized images 
except for a key to decrypt the file system key 



SECURITY CONCERNS IN CLOUD 
COMPUTING
4. Do not allow password based authentication for shell 

access.

5. Require passwords for role-based access 



SOLUTIONS
Strong SLA(Service Level Agreement)
It should be able to answer the following questions:-
 What are the payment modes? How the services are

affected if the customer delays in paying bills? This should
contain grace period and how the customer can get the
services back after the payment when the services stopped?

 What happens if the SLA is not met? How data is handled
when the service contract ends, the type of data returned to
the company?

 What happens if the service contract withdrawn? How data
will be handled and returned to the company?



SOLUTIONS
 How the service uses event logs and who actually has

access to the data on the backend?

 Who will check the security of cloud providers?

 In terms of service availability, can you get your vendor

to sign a service-level agreement?

 How much safe is data from Natural disaster?



SOLUTIONS
 Is it possible for all of my data to be fully encrypted?

 What algorithms are used? Who holds, maintains

and issues the keys?

 How much trusted is Encryption scheme of Service 
Provider?



Cloud Enabling Technologies
 Grid computing, utility computing, virtualization, and 

service-oriented architecture are enabling technologies of 
cloud computing.

 Grid computing is a form of distributed computing that 
enables the resources of numerous heterogeneous 
computers in a network to work together on a single task at 
the same time. 

 Grid computing enables parallel computing and is best for 
large workloads.



Cloud Enabling Technologies
 Grid computing is where more than one computer 

coordinates to solve a problem together. 

 Cloud computing is where an application doesn't access 
resources it requires directly, rather it accesses them 
through something like a service. 

 So instead of talking to a specific hard drive for storage, 
and a specific CPU for computation, etc. it talks to some 
service that provides these resources.



Cloud Enabling Technologies
 Distributed geographically, grid computing allows for 

parallel processing on a massive scale. 

 In short, grid computing is what you want when you have a 
big processing job to tackle.

 Cloud computing, in contrast, usually involves accessing 
resources on an as-needed basis from clusters of servers.



Cloud Enabling Technologies
 With the grid, a user assigns one large task that gets 

divided into several smaller portions and implemented on 
different machines to maximize all available resources.

 The cloud, on the other hand, is meant for the user to enjoy 
a host of readily available web-based services (without 
having to invest in any underlying architecture).



Cloud Enabling Technologies



Cloud Enabling Technologies
 Utility computing is a service-provisioning model in which a 

service provider makes computing resources available to 
customers, as required, and charges them based on usage. 

 This is analogous to other utility services, such as electricity, 
where charges are based on the consumption.

 Virtualization is a technique that abstracts the physical 
characteristics of IT resources from resource users. 

 It enables the resources to be viewed and managed as a pool and 
lets users create virtual resources from the pool.



Cloud Enabling Technologies
 Service Oriented Architecture (SOA) provides a set of 

services that can communicate with each other. 

 These services work together to perform some activity or 
simply pass data among services.



Cloud Enabling Technologies

Source : EMC2



Cloud Infrastructure Framework
Cloud computing infrastructure usually consists of the 

following layers: 

 Physical infrastructure 

 Virtual infrastructure 

 Applications and platform software 

 Cloud management and service creation tools 



Cloud Infrastructure Framework

Source : EMC2



Physical Infrastructure
 The physical infrastructure consists of physical computing 

resources, which include physical servers, storage systems, 
and network components, such as network interface card 
(NIC), switches, and routers. 

 Cloud service providers might use physical computing 
resources from one or more data centers to provide 
services.

 If the computing resources are distributed across multiple 
data centers, connectivity must be established among 
them.



Physical Infrastructure

Source : EMC2



Virtual Infrastructure
 Cloud service providers employ virtualization technologies 

to build a virtual infrastructure layer on the top of a 
physical infrastructure.

 Virtualization enables meeting some of the cloud 
characteristics, such as resource pooling and rapid 
elasticity. 

 It also helps reducing the cost of providing the cloud 
services.



Virtual Infrastructure

Source : EMC2



Virtual Infrastructure
 Virtualization abstracts physical computing resources and 

provides a consolidated view of the resource capacity. 

 The consolidated resources are managed as a single entity 
called resource pool.

 For example, a resource pool might group CPUs of physical 
servers within a cluster. The capacity of the resource pool is 
the sum of the power of all CPUs’ (eg. 10,000 megahertz) 
available in the cluster.



Virtual Infrastructure
 In addition to the CPU pool, the virtual infrastructure 

includes other types of resource pools, such as memory 
pool, network bandwidth pool, and storage pool. 

 Virtual infrastructure also includes virtual computing 
resources, such as virtual machines, virtual storage 
volumes, and virtual networks 



Application and Platform Software
 This layer includes a suite of business applications and 

platform software such as the operating system and 
database. 

 Platform software provides the environment for business 
applications to run. 

 In the case of SaaS, both the application and platform 
software are provided by cloud service providers. 

 In the case of PaaS, only the platform software is provided 
by cloud service providers; consumers export their 
applications to the cloud. 



Application and Platform Software

Source : EMC2



Cloud management and Service 
creation tools
 The cloud management and service creation tools layer 

includes suit of software that include, physical and virtual 
infrastructure management software, unified management 
software, and user-access management software. 

 These software types interact with each other to automate 
provisioning of cloud services. 

 The physical and virtual infrastructure management 
software is offered by the vendors of various computing 
resources and third-party organizations.



Cloud management and Service 
creation tools
 Unified management software interacts with all standalone 

physical and virtual infrastructure management software. 

 It collects information on the existing physical and virtual 
infrastructure configurations, connectivity, and utilization.

 It allows an administrator to monitor performance, 
capacity, and availability of physical and virtual resources 
centrally. 



Cloud management and Service 
creation tools
 The user-access management software provides a web based user 

interface to consumers. 

 Consumers can use the interface to browse the service catalogue 
and request for cloud services. 

 The user-access management software authenticates users 
before forwarding their request to the unified management 
software. 

 It also monitors allocation or usage of resources associated to the 
cloud service instances 



Cloud management and Service 
creation tools

Source : EMC2



Cloud Challenges
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Cloud Challenges
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Cloud Considerations
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Selecting a Cloud Provider
 The selection of the provider is important for the a public 

cloud. 

 Consumers need to find out how long and how well the 
provider has been providing the services. 

 They also need to figure out how easy it is to add or 
terminate cloud services with the service provider. 

 The consumer should know how easy it is to move to 
another provider, when required.



Selecting a Cloud Provider
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